
 
 
January 29, 2025 
 
 
 
Dear Archdiocesan High School Families and Alumni, 
 
I am writing to share an update regarding the PowerSchool data breach. Please see my 
initial letter regarding this matter from the January 9th communication.  

Today, we are communicating more information about next steps from PowerSchool. They 
are outlined below. 

● Identity Protection and Credit Monitoring Services: PowerSchool has engaged 
Experian, a trusted credit reporting agency, to offer two years of complimentary 
identity protection services for all of our users whose information from our 
PowerSchool SIS was impacted in some way. This offer will also include two years 
of complimentary credit monitoring services for all adult students and educators 
whose information was exposed. 

● Notification to Individuals Involved: Starting in the next few weeks, in 
collaboration with Experian, PowerSchool will provide notice to students (or their 
parents/guardians if the student is under 18) whose information was exposed, as 
well as a dedicated call center phone number to answer any questions you may 
have about this matter. The notice will include the identity protection and credit 
monitoring services information. 

I encourage you to visit PowerSchool’s FAQ page with additional information at 
https://www.powerschool.com/security/sis-incident/ 

 
Please know that we are committed to ensuring the safety and security of your information.  
If you have any questions, please contact databreachsupport@archphila-oce.org. Please 
know of my prayers for you and your families at the start of this new year. 
 
 
Sincerely, 
 

 
Mr. William E. Brannick 

Superintendent of Secondary Schools and Schools of Special Education 
 

 

 

 

https://www.powerschool.com/security/sis-incident/


 

 

 

 

GENERAL INFORMATION ABOUT IDENTITY THEFT PROTECTION  PROVIDED BY 

POWERSCHOOL 

It is always advisable to regularly review statements from your accounts and 

periodically obtain your credit report from one or more of the national credit reporting 

companies. You may obtain a free copy of your credit report online at 

www.annualcreditreport.com  by calling toll free 1.877.322.8228, or by mailing an Annual 

Credit Report Request Form (available at www.annualcreditreport.com ) to: Annual 

Credit Report Request Service. P.O. Box 105281, Atlanta, GA, 30348 -5281. You may also 

purchase a copy of your credit report by contacting one or more of the three national 

credit reporting agencies listed below:  

● Equifax , P.O. Box 740241, At la nta , GA 30374-0241. 1.800.685.1111. 

www.e q uifa x.com  

● Experian , P.O. Box 9532, Alle n, TX 75013. 1.888.397.3742. www.e xp e ria n.com  

● TransUnion , Consum e r Disclosure  Ce nte r, P.O. Box 1000, Che ste r, PA 19016. 

1.800.888.4213. www.tra nsunion.com  

Fraud Alert:  You m a y conta ct  the  fra ud  d e pa rtm e nt  o f the  thre e  m a jo r cre d it  b ure a us 

to  re que st  tha t  a  “fra ud  a le rt” b e  p la ce d  on your file . A fra ud  a le rt  no t ifie s po te ntia l 

le nd e rs to  ve rify your id e nt ifica tion be fo re  e xte nd ing  cre d it  in  your na m e . 

Eq uifa x:  Re p ort  Fra ud :  1.888.378.4329 

Expe ria n:  Re p ort  Fra ud :  1.888.397.3742 

Tra nsUnion:  Re p ort  Fra ud :  1.800.680.7289 

Security Freeze for Credit Reporting Agencies: You m a y re que st  a  se curity fre e ze  on 

your cre d it  re p orts. A se curity fre e ze  p rohib its a  cre d it  re port ing  a g e ncy from  re le a sing  

a ny info rm a t ion from  a  consum e r’s cre d it  re p ort  without  writ te n a uthoriza t ion. 

Howe ve r, p le a se  b e  a wa re  tha t  p la cing  a  se curity fre e ze  on your cre d it  re port  m a y 

d e la y, inte rfe re  with, or p re ve nt  the  t im e ly a pp rova l o f a ny re q ue sts you m a ke  fo r ne w 

loa ns, cre d it  m ortg a g e s, e m p loym e nt , housing  or o the r se rvice s. I t  is  fre e  to  p la ce , lift  

o r re m ove  a  se curity fre e ze . You m ust  se p a ra te ly p la ce  a  se curity fre e ze  on your cre d it  

re p ort  a t  e a ch cre d it  bure a u . To  d o  so , you m ust  conta ct  the  cre d it  b ure a us b y p hone , 

m a il, o r se cure  e le ct ronic m e a ns: 

● Equifax : P.O. Box 105788, At la nta , GA 30348, 1.888.298.0045, www.Eq uifa x.com  

● Experian : P.O. Box 9554 , Alle n, TX 75013, 1.888.397.3742, www.Expe ria n.com  

http://www.annualcreditreport.com/
http://www.annualcreditreport.com/
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
http://www.equifax.com/
http://www.experian.com/


 

● TransUnion : P.O. Box 160, Wood lyn, PA 19094 , 1.800.916.8800, 

www.Tra nsUnion.com  

To  re q ue st  a  se curity fre e ze , you will ne e d  to  p rovid e  the  fo llowing : 

● Your fu ll na m e  (includ ing  m id d le  init ia l, J r., Sr., Rom a n num e ra ls, e tc.), 

● Socia l Se curity num b e r 

● Da te  o f b irth 

● Ad d re ss(e s) whe re  you ha ve  live d  ove r the  p rio r five  ye a rs 

● Proof o f curre nt  a d d re ss such a s a  curre nt  u t ility b ill 

● A p ho tocop y o f a  g ove rnm e nt-issue d  I D ca rd  

● I f you a re  a  vict im  o f id e nt ity the ft , include  a  cop y o f e ithe r the  p o lice  re port , 

inve st ig a t ive  re port , o r com p la int  to  a  la w e nfo rce m e nt  a g e ncy conce rning  

id e nt ity the ft . 

I f you re que st  a  fre e ze  online  o r b y phone , the  a g e ncy m ust  p la ce  the  fre e ze  within one  

b usine ss d a y. The  cre d it  b ure a us ha ve  thre e  b usine ss d a ys a fte r re ce iving  a  re q ue st  b y 

m a il to  p la ce  a  se curity fre e ze  on your cre d it  re p ort , a nd  the y m ust  a lso  se nd  

confirm a t ion to  you within five  busine ss d a ys a nd  p rovid e  you with a  unique  pe rsona l 

id e nt ifica t ion num be r (PI N) o r p a ssword , o r bo th tha t  ca n b e  use d  by you to  a u thorize  

the  re m ova l o r lift ing  of the  se curity fre e ze . To  lift  the  fre e ze  to  a llow a  sp e cific e nt ity 

o r ind ividua l a cce ss to  your cre d it  re p ort , you m ust  conta ct  the  cre d it  re port ing  

a g e ncie s a nd  include  (1) p rop e r id e nt ifica t ion; (2) the  PI N num b e r or p a ssword  

p rovid e d  to  you whe n you p la ce d  the  se curity fre e ze ; a nd  (3) the  ide nt it ie s o f those  

e nt it ie s o r ind ividua ls you would  like  to  re ce ive  your cre d it  re p ort  or the  sp e cific p e riod  

o f t im e  you wa nt  the  cre d it  re port  a va ila b le . 

You a lso  ha ve  rig hts und e r the  fe d e ra l Fa ir Cre d it  Re p orting  Act  (FCRA). The se  includ e , 

a m ong  o the rs, the  rig ht  to  know wha t  is  in  your file ; to  d ispute  incom p le te  o r 

ina ccura te  info rm a t ion; a nd  to  ha ve  consum e r re port ing  a g e ncie s co rre ct  o r d e le te  

ina ccura te , incom p le te , or unve rifia b le  info rm a t ion. Fo r m ore  info rm a t ion a bout  the  

FCRA, p le a se  visit  ht tp :/ / file s.consum e rfina nce .g ov/ f/ d ocum e nts/ bcfp _ consum e r-

rig hts-sum m a ry_ 2018-09.p d f o r ht tp :/ / www.ftc.g ov. 

Steps You Can Take if You Are a Victim of Identity Theft  

● File  a  po lice  re p ort . Ge t  a  cop y o f the  re p ort  to  sub m it  to  your cre d ito rs a nd  

o the rs tha t  m a y re quire  p roof o f a  crim e . 

● Conta ct  the  U.S. Fe d e ra l Tra d e  Com m ission (FTC). The  FTC p rovid e s use fu l 

info rm a t ion to  id e nt ity the ft  vict im s a nd  m a inta ins a  d a ta b a se  o f id e nt ity the ft  

ca se s fo r use  b y la w e nfo rce m e nt  a g e ncie s. File  a  re p ort  with the  FTC b y ca lling  

the  FTC’s I d e nt ity The ft  Ho t line : 1-877-I DTHEFT (438-4338); online  a t  

ht tp :/ / www.ftc.g ov/ id the ft ; o r b y m a il a t  I d e nt ity The ft  Cle a ring house , Fe d e ra l 

Tra d e  Com m ission, 600 Pe nnsylva nia  Ave ., N.W., Wa shing ton, D.C. 20580. 

● Ke e p  a  re co rd  o f your conta cts. Sta rt  a  file  with cop ie s o f your cre d it  re p orts, the  

p o lice  re ports, a ny co rre sp ond e nce , a nd  cop ie s o f d ispute d  b ills . I t  is  he lp fu l to  

log  conve rsa tions with cre d ito rs, la w e nfo rce m e nt  o fficia ls, a nd  o the r re le va nt  

p a rt ie s. 

http://www.transunion.com/
http://files.consumerfinance.gov/f/documents/bcfp_consumer-rights-summary_2018-09.pdf
http://files.consumerfinance.gov/f/documents/bcfp_consumer-rights-summary_2018-09.pdf
http://www.ftc.gov/
http://www.ftc.gov/idtheft


 

Additional Steps to Avoid Identity Theft:  The FTC has further information about steps 

to take to avoid identity theft at:  http://www.ftc.gov/idtheft;  calling 1 -877-IDTHEFT 

(438-4338); or write to Consumer Response Center, Federal Trade Commission, 600 

Pennsylvania Ave., N.W., Washington, D.C. 20580.  

State Specific Information  

District of Columbia residents  can obtain information from the District of Columbia’s 

Attorney General’s Office regarding steps to take to avoid identity theft. This office can 

be reached by visiting the website at https://oag.dc.gov/ , calling (202) 727 -3400, or 

visiting 400 6th Street NW Washington, D.C. 20001.  

Iowa residents  may contact law enforcement or the Iowa Attorney General’s Office to 

report suspected incidents of identity theft. This office can be reached by visiting the 

website at www.iowaattorneygeneral.g ov, calling (515) 281 -5164 or requesting more 

information from the Office of the Attorney General, Hoover State Office Building, 1305 

E. Walnut Street, Des Moines, IA 50319.  

Massachusetts residents  are reminded that you have the right to obtain a police 

report and request a security freeze as described above. There is no charge to place a 

security freeze on your account; however, you may be required to provide the credit 

reporting agency with certai n personal information (such as your name, Social Security 

Number, date of birth and address) and proper identification (such as a copy of a 

government -issued ID card and a bill or statement) prior to its honoring your request.  

Maryland residents  can learn more about preventing identity theft from the Maryland 

Office of the Attorney General, by visiting their web site at 

www.marylandattorneygeneral.gov , calling the Identity Theft Unit at 1.410.576.6491, or 

requesting more information at the Identity Theft Unit, 200 St. Paul Place, 16th Floor, 

Baltimore, MD 21202.  

New Mexico residents are reminded that you have the right to obtain a police report 

and request a security freeze as described above and you have rights under the Fair 

Credit Reporting Act as described above.  

New York residents  can learn more about preventing identity theft from the North 

York Office of the Attorney General, by visiting their web site at 

https://ag.ny.gov/resources/individuals/credit -lending/identity -theft , calling 

1.800.771.77755 or requesting more information from the New York Attorney General’s 

Office, 28 Liberty St, New York, NY 10005.  

North Carolina residents  can learn more about preventing identity theft from the 

North Carolina Office of the Attorney General, by visiting their web site at 

https://ncdoj.gov/protecting -consumers/identity -theft/ , calling 1.877.566.7226 or 

requesting more information from the North Carolina Attorney General’s Office, 9001 

Mail Service Center Raleigh, NC 27699 -9001. 

Oregon residents  may obtain information about preventing identity theft from the 

Oregon Attorney General’s Office. This office can be reached by visiting the website at 

http://www.ftc.gov/idtheft
https://oag.dc.gov/
http://www.iowaattorneygeneral.g/
http://www.marylandattorneygeneral.gov/
https://ag.ny.gov/resources/individuals/credit-lending/identity-theft
https://ncdoj.gov/protecting-consumers/identity-theft/


 

www.do j.sta te .o r.us, ca lling  (503) 378-4400 o r re q ue sting  m ore  info rm a t ion from  the  

Ore g on De p a rtm e nt  o f J ust ice , 1162 Court  Stre e t  NE, Sa le m , OR 97301-4096. 

Rhode Island residents  are reminded that you have the right to obtain a police report 

and request a security freeze as described above. The consumer reporting agencies 

may require that you provide certain personal information (such as your name, Social 

Security Number, date of birth and address) and proper identification (such as a copy 

of a government -issued ID card and a bill or statement) prior to honoring your request. 

Residents can learn more by contacting the Rhode Island Office of the Attorney 

Genera l by phone at 1.401.274.4400 or by mail at 150 South Main Street, Providence, 

Rhode Island 02903.  

South Carolina residents  may access educational resources and the availability of 

consumer assistance from the South Carolina Department of Consumer Affairs. This 

office can be reached by visiting the website at https://consumer.sc.gov/ , calling (803) 

734-4200, or visiting 293 Greystone Boulevard, Ste. 400 Columbia, SC 29210.  

Vermont residents  may learn helpful information about fighting identity theft, placing 

a security freeze, and obtaining a free copy of your credit report on the Vermont 

Attorney General’s website at http://www.atg.state.vt.us.  

 

http://www.doj.state.or.us/
https://consumer.sc.gov/
http://www.atg.state.vt.us/

